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This User's Manual describes the operation rules, basic functions and installation /
setup procedure for the software. Before carrying out your first trade, please read
this Manual carefully to avoid errors.

1.1 General information

QUIK Workstation is the main user application of the software package that provides access to

trading and market information in real time (internet trading).

1.1.1 Basic functions

Obtaining information

One of the main features of the program is display of the exchange information in a near real-time.
QUIK workstation allows monitoring current state of the market, including Level II Quotes, and the
log of executed transactions. It also provides a means for receiving news from news agencies, and
exchanging messages with the broker.

Charts and indicators

The trading behavior is represented on charts. Charts in QUIK can be plotted for any market
parameter using technical analysis tools, and displaying history of trade operations. The program
features over 30 technical analysis indicators, Fibonacci lines, angles and arcs, and allows for
plotting trend, horizontal and vertical lines, graphic and text labels.

Executing transactions

QUIK workstation allows the client to view the status of his own assets, create buy/sell orders for
instruments and submit them to the broker's server. Orders can be entered from software by means
of integrated programming languages as well as from a chart.

Standard functions of QUIK workstation makes it possible to configure so called scalper's level II
quotes (quotes window view) allowing to quickly submit orders by using buttons on the toolbar or
with drag-and-drop technologies.

Export and import of data

Integrated export mechanisms allow you to use the obtained data in other programs such as user’s
own databases, and systems of technical analysis. Data on trades and any parameters of the trading
session can be exported. Data can be exported both as ticks (i.e. for each transaction) and as
candles (for a time interval). Data from most tables, including Level II Quotes table, can be
exported into MS Excel or a database via DDE or ODBC.
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Import of transactions is a possibility of connecting external programs for automation of creation
and submission of orders to the trading system. Import is implemented by means of exchanging
data via text files or APL.

1.1.2 Internet trading structure

QUIK Server is the core unit of the system. The server is connected to trading systems of various
exchanges through special gateways that transfer information about trading and broker's assets on
the exchange to the server and receive orders to sell or buy. The server collects information from
trading systems and transmits it to all active (connected) clients with the least possible delay.

ﬂ
w/

Client

Exchange

Gateway

Administrator Client

The system administrator is authorized to register users, grant them the rights to use information,
and determine limits within which the client can transact.

The system user can receive information on exchange trading and available funds and can
independently participate in trading by sending orders to the trading system directly from the QUIK
workstation.

The client terminal connects to the QUIK server through the internet using the TCP / IP protocol.
All information transmitted between the server and the client is encrypted. To prevent

unauthorized use, a password is used.

1.2 System requirements

For detailed system and software requirements see the official website of QUIK.

1.3 Program installation

1. Get the QUIK workstation installation kit. Usually, it contains settings to work with a particular
QUIK Server, so it must be obtained directly from the organization maintaining the server
(Broker or Exchange).
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2. Start the executable installation file and follow the installation program’s instructions. After
the installation process is over, the QUIK submenu will be created in the Start / Programs
Windows menu.

3. Cryptographic data protection is used for secure mutual authentication of QUIK software server
part and user’s client part, and to protect information transmitted over the communication
channels. Additionally digital signature can be used for transactions, as well as two-factor
authentication mechanism. The security tools are configured in the QUIK Workstation by a user.

If your broker provided you with a manual on how to set up authentication and digital
signature, follow it. If you have no such a manual, request from your broker the information on
authentication and digital signature configuration in the QUIK Workstation. This information
must include answers to the following questions:

___ Which way of authentication at the QUIK server will be used, by means of which crypto
provider;

__ Isthe digital signature used, by means of which crypto provider.

4. Specify the settings of authentication and cryptographic data protection. For this install
or select from the list of preset crypto providers the one, which is used by your broker, and
configure it. The following crypto providers are supported in the QUIK Workstation:

__ qrypto32 - the default authentication mechanism based on the Public / Private key
technology. For description of access key generation procedure see User's manual
for Program of keys creation and management (KeyGen). The program comes as part
of the distribution Kit. For description of key setting. see 1.5.

MP - for description, see 1.6.
OpenSSL - for description, see 1.7.

The way of crypto provider selection in QUIK Workstation for encryption and digital signature
is described in 1.4.

To run the QUIK workstation, use the shortcut QUIK Information & Trading System (info.exe).

1.4 Adding and selecting crypto provider in QUIK
Workstation settings

1.4.1 Encryption mode

This mode is used for operation via secured client-server connection.

1. Launch the QUIK Workstation. In the main menu select System / Settings / General settings...
menu items.

2. In the opened window select Program / Encryption section.
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Program settings

[=)- Program
. Toolbars Encrypt using: | Hrypt32 |D

- Feceiving data
- Saving data Current status; |I hactive
- Configuration files
- Securities replacement Diefault settings: | | v}
- Contest menu

- Data export
- Clipboard
- Fontg

- Sounds

- Mews
=)~ Trading

[#- Orders
- Accounts settings
- Clozing positions
[#- Client portfolio
- Lewvel Il Quotes
- Currency unit
- Dligital zignature
[+ Meszages
[+ Windows
- Terminal module Fx

Click D button in Encrypt using box.

Available crypto providers dialog box will be opened. The dialog box contains the list of added
crypto providers and the set of buttons for their managing:

Available crypto providers X
Available crypto providers list 5
t
Fl_Providet [MUlPup 2=
Grppta32 [Anpta3z] :
Configure
Remove
Create key
Inztall certificate
< > Close
Crypto provider description

3. To add a new crypto provider click Add new. On clicking the button the dialog box of the
following view is opened:

Add new crypte provider x
Mame Description
|DpenSSL_F'rovider | |DpenSSL_F'r0vider |

Pravider DLL module name
| D:\Fromt_140penSSLPr.dl |

Frovider settingz IMI-file name
|D:\Front_1\0penSSL_Prii I

Add LCancel

QUIK User's Manual, Chapter 1: Before Starting 5



Fill in the following fields in the Add new crypto provider dialog box:

__ Provider DLL module name - path to the supplied encryption library file. If the file
is valid, the Name and Description fields will be filled in automatically.

___ Provider settings INI-file name - path to the encryption configuration file.

To save the settings click the Add button. To close the dialog box without saving settings click
Cancel.

4. Newly added crypto provider appears in the list of available crypto providers:

Available crypto providers b4
Available crypto providers list
Multhurose S5P F'rowder MultiPurpose_55F1_F
ert32 [E!r_l,lt032] S I Configure
Add new
Remove
Create key
Install certificate
< > Cloge
Crypto provider description

5. Select the required cryptographic provider and click the Select button.

1.4.2 Digital signature mode

This mode is used for operations with the usage of digital signature.

1. Launch the QUIK Workstation. In the main menu select System / Settings / General settings...
menu items.

2. In the opened window select Trading / Digital signature tab.

QUIK User's Manual, Chapter 1: Before Starting 6



Program settings

[=)- Program - :
. Toolbars [t ake digital signature by | OpenS5L_Provider
E:Si:g.l;gt:ata Current state of digital signature crypta provider: Offline Load Carfig

- Configuration files
- Securities replacement
- Contest menu
- Data export
- Clipboard
- Fontg
- Sounds
- Encrption

- News
=)~ Trading

- Orders

- Accounts settings
- Clozing positions
[#- Client portfolio
- Lewvel Il Quotes
- Currency unit
= Diigital zignature
[+ Meszages
[+ Windows
- Terminal module Fx

Click D button in Make digital signature by box.

Available crypto providers dialog box will be opened. The dialog box contains the list of added
crypto providers and the set of buttons for their managing:

Available crypto providers X

Available crypto providers list

Select

LConfigure

Remowve

LCreate key

Inztall certificate

Crypto provider description

To add a new cryptographic provider, click the Add new button. On clicking the button the
dialog box of the following view is opened:

[JoGaeneHne KpunTo-npoeaigepa x
HazsaHme OnucaHue
|DpenSSL_F'rovider | |DpenSSL_F'r0vider |

9P 2l MENGAHASHMOrD Mogyna
|D:\Front_1 4Open5SL_Pr.dl |

% alin HacTpoOEK. KpUMTO-NPOBaiidepa
| D:WFrant_140penSSL_Prini |E:}

HotaeuTe Orras
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Fill in the following fields in the Add new crypto provider dialog box:

__ Provider DLL module name - path to the supplied encryption library file. If the file is
valid, the Name and Description fields will be filled in automatically.

___ Provider settings INI-file name - path to the encryption configuration file.

To save the settings click the Add button. To close the dialog box without saving settings click

Cancel.

4. Newly added crypto provider appears in the list of available crypto providers:

Awailable crypto providers

Available crypto providers list

<

SPI. Provider [MuliPurpose S5P

X

Select
LConfigure:
Add new

Remove

LCreate key

Inztall certificate

> Cloze

Crypto provider description

5. Select the required cryptographic provider and click the Select button.

1.5 Configuration of encryption carried out by means
of qrypto32 library

After generation of public and private keys according to the instructions, described in the User’s

manual for Program of keys creation and management (KeyGen), receive the confirmation of public

key registration from your broker and set up the crypto provider in the QUIK Workstation in the

following way.

In the Available crypto providers dialog box select Qrypto32 provider and click Configure.

Awailable crypto providers

Available crypto providers list

MuliPurpose_SSPI_Provider [MultiPurpose_55PI_F
OpenSSL_Provider [OpenSSL_Provider
Qrypto32 [Qpta32

< >

Crypto provider description

X

Select

Add new

Remove

Lreate key

Install certificate

LCloze

In the opened dialog box select the file paths to the public and private keys:
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Current settings X

Current configuration file

| [:4Front_Thgrypto.cfg |

Public keys file
| Mkeytpubring bk |

Secret keys file

| kevhsecring. tsk |

Save Cancel

The current configuration file will be selected automatically.

Click Save to complete the setting.

1.6 Configuration of encryption and digital signature
carried out by means of MP library

1.6.1 Provider settings

In the Available crypto providers window select the MP crypto provider and click the Configure
button.

Available crypto providers it
Available crypto providers list
- - - Select
FultiPurpo Pl_Provider [MultPurpos | =
OpenSSL_Provider [DpenS5SL_Provider] ; " :
Qrypto32 [Qpto32]
Add new
Bemave
LCreate key
Inztall certificate
< > LCloze
Crypto provider description

The opened window allows you to select the authentication scheme and view and edit
the cryptographic provider settings for the encryption modes and digital signature:
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Provider settings >
Authentication

by username and password ~
Encryption

Serial number:

Certificate Issuer:

Certificate Subject:

Certificate expiration:

Certificate check parameters

Local machine store: off
Verify certificate revocation: off

Edit
Digital signature
Serial number:
Certificate Issuer:
Certificate Subject:

Certificate expiration:
Certificate check parameters

Local machine store: off
Verify certificate revocation: off
Edit

In the Authentication dropdown list select the authentication scheme:

defined by server — authentication scheme configured on the server by default;

by user certificate — authentication scheme by user certificate. To operate according
to this authentication scheme the keys must be created and encryption certificate must
be installed (see 1.6.2, 1.6.3);

by domain username and password - authentication scheme by domain username and
password;

by username and password - authentication scheme by username and password. This
scheme is compatible with any authentication schemes used on the server.

A single or different certificates can be used to work in encryption and digital
signature modes. The cryptographic provider parameters are configured
separately and independently for the encryption mode and digital signature mode.

If ‘by user certificate’ authentication method is used, in the cryptographic provider configuration
dialog box (the Edit button), specify the key container for encryption and / or digital signature
by using one of the following methods:

Certificate file — select a file of certificate which is linked to the key container.
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Encryption key and certificate X

| D QUIKNcertshcert_1.car T

(O Certificate hash

Browse
O Key container
[Juse local machine store
[ verify certificate revecation
ance

e Certificate hash - select a hash of certificate linked to the key container:

Windows Security — )

Select a Certificate

(=gl Userl
‘ Issuer: Test CA
‘ @ Valid From: 1/1/2012 to 1/1/2018 |

Click here to view certificate gro@e...

\ ~ag| User2 |
| ‘ r @ Issuer: Test CA l
on Valid From: 1/1/2012 to 1/1/2018
| User3
\ o Issuer: Test CA
" || o Valid From: 2/15/2012 to 2/14/2013
|
|
" 0K I ‘ Cancel

e Key container - select the key container.

Additionally, the following settings can be set up in the Encryption / Digital signature key and

certificate dialog box:

o Use local machine store - if the check box is enabled, the key is located in a local computer
store, otherwise - in a current user store.
e Verify certificate revocation - if the check box is enabled, the certificate is checked on the

revoked certificates list by the cryptographic provider.

Click OK to complete the setting.

1.6.2 Generation of key pair and certificate request

To work with the server through the channel protected by the MP provider and/or send transactions

to the server using the digital signature through the MP provider do the following:

1. Create a certificate key.
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2. Receive a certificate.
3. Install the certificate (for details, see 1.6.3).

To create a key, select the cryptographic provider in the Available crypto providers window and

click the Create key button.

Available crypto providers x
Avallable crypto providers list
= — = = == Select
MultiPurpoze SSP1Provider [MuliPurpose SSP
OpenSsL_| er [OpenS5L_Provider] X
Qrypto32 [Aypto32] Configure
Add new
Bemove

: LCreate key

Install certificate

< > LCloze

Crypto provider description

In the opened window select a location where the key container will be created and stored (using

of JaCarta or eToken requires pre-installation of appropriate software products):

Key container storage *

Select key container storage:
O JaCarta
(i eToken
() MS CSP Key Storage
() Other (select CSP)

Microsoft Base Cryptographic Provider v1.0

e JaCarta - a private key is stored in non-recallable memory (key fob);

e eToken - a secure key is stored in non-recallable memory (key fob);

e MS CSP Key Storage - a standard carrier of the key container. Processed using Crypto API and
CSP Microsoft Strong Cryptographic Provider;

e Other (select CSP) - select another cryptographic provider.

Click the Next button and specify parameters of the key pair and certificate request. Required

parameters are marked by *:
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Generate key pair and certificate request
Parameters generate the key pair
Crypto Provider: | Microsoft Strong Cryptographic Provider |
Key container name: | Container1 |
Key type: (") Exchange () sign (@ Eoth
Key length (bit):
min key length: 384
max key length: 16384
Parameters certificate request
Certificate owner
*Full name: | Petrov Petr |
“Email: | petrov@mail.com |
*Organisation: | Testinvest |
FUnit: | Marketing Department |
Title: | Specialist |
*Town: | Moscow |
*State: | Moscow |
*Country: | o |
Document: | |
Print template:
| D:\cert_mp_template. et | Choose
Certificate request file
| D:\TFS_Roat\Quik_FrontiMain'dient\certrequest. pem | Choose
Certificate request file format
®prem  (QDER

1. If the user previously created the key pairs using this interface, and the values
of parameters are specified in the settings file, and a cryptographic provider
is the same as the one selected by the user in step 1, then the dialog box fields
are automatically filled in by the appropriate values of the settings file (with
the exception of the Key container name field).

2. In the Country field, the two-letter country code according to the standard ISO
is to be specified (ru for Russian Federation).

Then the user should give the certificate request file to the broker via the agreed communication

channel and receive a certificate file from the broker.

If the broker creates a certificate for the client by himself, the client receives the container with

a private key (*.pfx file extension). The client should install the received file following the

instructions of the installation wizard:
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" Certificate Import Wizard

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

cgeck [ Next> ] [ cancel |

You can also get a certificate via web interface of Certification Authority (for details, see

Application 2).

After that, the user can move on the certificate installation using the form (see 1.6.3).

1.6.3 Certificate installation

In the Available crypto providers window select the required cryptographic provider and click the
Install certificate button.

Available crypto providers et

Available crypto providers list
z = = z elect
ultiPurpoze SSPI1 Provider [MuliPurpo ] =

OpenssL_| rovdel [OpenS5L_Provider] .
Qryptod2 [Qptod?] Configure
Add new
Remaove
LCreate key

Inztall certificate

< > LCloze

Crypto provider description

In the opened window specify the key pair carrier and certificate:

Certificate installation *

Select key pair storage:

(D JaCata  COreToken (@ Standard Key Storage

Choose certificate:

| D:AOUIK certshca_test_cert cer | Select

Irstall Cancel
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To install a certificate click the Install button (depending on the used carrier and certificate you
may be asked to enter your password).

1.7 Configuration of encryption and digital signature
carried out by means of OpenSSL library

1.7.1 Provider settings

In the Available crypto providers window select the OpenSSL crypto provider and click the
Configure button.

Available crypto providers bt
Available crypto providers list
Select

MultlF‘urose S5PI F'rowder MultiPurpase_55F1_F =

Add new

Remaove

LCreate key
Inztall certificate

< > LCloze

Crypto provider description

The opened window allows you to select the authentication scheme and view and edit the
cryptographic provider settings for the encryption modes and digital signature:

Settings *

Authentication by user certificate ~ Choose

Subject:
Issuer:

Serial number:
Valid:

Digital signature Choose

Subject:
Issuer:

Serial number:
Valid:

Storage location path

| certs'store.pem Choose

[ check server certificate
Root certificate path

certs\CA Choose
Certificate revocation lists path
certs\CRL Choose

oK Cancel

In the Authentication dropdown list select the authentication scheme:
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defined by server — authentication scheme configured on the server by default;

by user certificate - authentication scheme by user certificate. To operate according to
this authentication scheme create the request for encryption certificate and install the
received certificate (see 1.7.2, 1.7.3);

by domain username and password - authentication scheme by domain username and
password;

by username and password - authentication scheme by username and password.

A single or different certificates can be used to work in encryption and digital
signature modes. The cryptographic provider parameters are configured
separately and independently for the encryption mode and digital signature mode.

If ‘by user certificate’ authentication method is used, the request for encryption certificate must be
created by clicking Choose (for details, see 1.7.2). If a certificate is installed, then Choose button
opens the certificate selection dialog box. After selection a certificate its parameters are displayed

in the corresponding frame.

Clicking the arrow opens the parameters of ‘by user certificate’ authentication method settings for
setting the attribute of server certificate checking, as well as for selection of file paths to the

directories with root certificate and revocation lists.

Click OK to complete the setting.

1.7.2 Certificate request generation

To receive the certificate from broker it is necessary to send him the request for certificate, created
in the QUIK Workstation, via the pre-agreed communication channel.

The certificate request dialog can be opened in the workstation settings in the following ways:

In the Available crypto providers dialog box select OpenSSL crypto provider and click Create
key;

In the Trading / Digital signature section click Load. In the opened dialog box, click Request.

Required parameters are marked by *:
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Certificate request *

Certificate owner

*Full name: | Ivanov Viadimir |
*Email: | ivanov02@test.com |
*Organisation: | TESTINVEST |
TIM: | |
it | Unit01 |
*Title: | Spedalist |
*City: | Movosibirsk |
State: | Movosibirsk region |
*Country: | RU |
Document: | |
—=
Additional parameters

Key algorythm: RSA ~ | Key length: 2043 W
Certificate request file:

| certrequest.pem | Chooze
Broker email:

| |

oK Cancel

In the Country field, the two-letter country code according to the standard ISO is
to be specified (ru for Russian Federation).

1.7.3 Certificate installation

Copy the certificate received from broker to the QUIK Workstation root directory.
The certificate can be installed in two ways:

1. In the Available crypto providers dialog box select OpenSSL crypto provider and click Install
certificate.
2. Certificate can be installed when connection establishing:

Launch the QUIK Workstation. Click ™ to establish connection. The dialog of the
following view will be opened:

Metwork connection setting *

D-TEST [192.161.26.12:15000] ~

Encode data by:

| Open5SL_Provider |

Use settings from file:

| D:\Front_1\OpenSSL_Prini | w || EF
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Select settings file in the Use settings from file dialog box and click Enter. The program
finds the certificate file automatically and displays the request for adding it to the
store. Click Yes.

Add new certificate

% Found new certificate:

" Subject; Ivanoy Viadimi

lzsuern arga.u

Serial number: 00D5 FA18 CI76 375F BE
Walid: from 18.08.2017 to 18.08.2018

Wwiould you like to add this to store?

The request for the private key protection by password is opened. If you click No the
certificate is added without password.

Question

To enable the protection click Yes and enter password.

The password should contain at least one digit, one capital letter and one lower-case

letter of the Latin alphabet. Space (“ *) and hyphen (“-”) are allowed. The password must
contain at least 8 symbols.

Request Password *
Certificate info:
Subject: Ivanov Vladimir
Issuer: arqa.ru
Serial number: 00DS5 FA18 C976 975F BE
Valid: from: 18.08.2017 to: 18.08.2018
Password password
Corce

__ Select the certificate and click OK.

This method is also used for planned certificate change.

1.8 Running keys of the QUIK Workstation

When running the QUIK Workstation from the command line the following keys can be used:

-clear - clears log files *.log and *.dat. It speeds up loading of the program.
-full-dump -in error cases .DMP file is formed, that contains all information on the program.

-security-replace - the instruments in .WND settings file are replaced according to the rules
specified in a replacement file.

The format:
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info.exe -security-replace [name of the file with replacement rules>]

If the replacement file is not specified, then the replacements.txt file from the QUIK

workstation directory will be used.

Replacement file format:

<0ld class code 1>,<01ld instrument code 1>=<New class code 1>,<New instrument code 1>

<0ld class code N>,<0ld instrument code N>=<New class code N>,<New instrument code N>

The following parameters are to be replaced:

_ Instrument code;
_ Short and full names of the instrument;
_ Class code;

Class name.

To correctly replace the instruments in the Options board table, specify the
options class code as a class code, and the code of underlying asset as an
instrument to be replaced.

If the instrument specified in the replacement file is not found in the instruments dictionary of
the QUIK workstation, then the replacement operation will not be performed.

File sample:

SPBOPT, GZ10250BJ6=SPBOPT, GZ10250BL6
SPBFUT, S1Z6=SPBFUT, SiH7

To save the changed settings file, use the functionality of saving the configuration
of the QUIK workstation into a .WND file (see Chapter 2, “"Basic Operating
Principles”, sub-section 2.12).

1.9 Configure connection

1. By default, QUIK system connects to the sever using the settings of the
previous connection. If a connection was edited or added, it would be the
default for the next connection.
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2. It is advisable to arrange the list of connections in descending order relative to

their use by moving the lines using the ﬁ and % arrow buttons.

Available connections list l 23 |
Information about connections
Connect description IP-Address Part Server key it
KRISH 192.168.37.171 15100 QUIK_BROKER = Add
KRISE 192.168.37.171 1511 GUIK_EBROKER
KRISS 192.168.37.171 15112 QUIK_EROKER Edit
KRISH 192 1F8 37 171 1RZ00 QLK RRHKFB N
Mew connectian Iﬁ AT w
Connect dezcription Metwork address Port Server key Remaove
Universal 152.168.37.11 200 info
ok | [ Cancel Help Jto 220000
T T
During working sezzion
Check connection with server each B0 seconds by sending a 128 | byte message
| aK | | Cancel | Help

1. Click Connections... in the System menu.

2. To edit connection parameters, click the required line in the list of Information about
connections and then click Edit.

1. To create a new connection, click Add.

2. The Network Address and Port fields must contain the server address and port. If working on
a local network through a proxy server, select Internet connection... from the System / Settings
menu (configuration of the connection is described in 1.9.2) to specify the proxy address and
port.

3. Specify the server key identifier provided by the QUIK server’'s Administrator in Server key box.

In the Network address field, specify either a hostname or IP-address of the QUIK
server.

4. C(Click OK to save changes or Cancel to close the window without saving the settings.

Ul

To delete a connection that you don’t require any longer, highlight its description in the list
of Information about connections and then click Remove.

Setting up automatic reconnection to the server
1. Select the Reconnect automatically after ... seconds from ... to ... check box.

__ Inthe Seconds box, specify the timeout period in seconds. The recommended value is 15
to 60 seconds. Minimum interval: 5 seconds;

__ Inthe From and To boxes, specify the period (according to system time of your computer)

during which the reconnection is enabled. It is recommended that this period be equal to
the time of exchange trading, because the server disconnects all users automatically once
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the trading is over. The connection will be set automatically the next day at the specified
time;

___ Ifthe Use last connection settings for reconnection check box is enabled (default setting),
the next connection has the same settings as the previous one.

2. If the check box is not checked, the next connection will be established using the settings
shown in the next line in the Information about connections list. For this purpose, the list of

available connections should be sorted, using the ﬁ and M arrows, in conformity with the
preferred order of connections. This feature is convenient in case different providers are used to
establish connection with the server.

Monitoring channel delays

If the Check connection with server each ... seconds by sending a ... byte message check box

is selected, the program regularly measures connection delays in the channel between the server
and the client using the standard PING command. Results of the measuring are displayed in the
Information window (see 1.9). The function has the following parameters:

inter-messaging interval (in seconds); the recommended value is 60;

size of a package (in bytes); the recommended value is 128.

1.9.1 Configuring the Data Reception and Saving Data Parameters

Data reception
To configure the reception of data, click General... in the System / Settings / General settings menu,
and then click the Program / Receiving Data tab.

1. Settings in the Build the list of received instruments and parameters group box define the
amount of data received from the server. They can be used to restrict the list of received data to
reduce the traffic:

Select the According to settings of tables opened by the user check box to get new values for
the instruments and parameters that are shown in the tables opened by the user, and for all
instruments, for which the limits are set. If this option is enabled, parameters of all
instruments shown in the tables and windows listed below are received from the server.

If the According to settings of tables opened by the user check box
is selected Price step parameter is automatically included to the list of
selected parameters.

Tables and windows Tables and windows
Quotes Table Options board
Quotes Changes Table Option parameters
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Tables and windows

Tables and windows

Quotes history

Charts derived from the Quotes Table

Positions in instruments

Export of data from the Quotes Table to the
technical analysis systems

Client portfolio

QPILE-programmable tables

Buy / Sell

Select the option Use settings selected manually from System / Data request / Available

instruments... to get new data for those instruments and parameters which are specified
explicitly in the Selection of instruments and parameters window (to open this window,
click Data request / Available instruments... under the System menu);

Select the check box Receive all data again after the list of received instruments and

parameters is extended to obtain data from the server again in order to avoid blanks that
may occur in tables after the lists of instruments and parameters (in the Selection
of instruments and parameters window) have been modified.

If you change the data structure (lists of instruments and parameters)
frequently within a day, the traffic increases because all data for the whole
period of the current trading session is resent. If at the same time the Quotes
History and the Quotes Change tables are not in use, it is recommended that
this check box be disabled to reduce traffic.

2. The settings in the Refresh interval for current data group box define how frequent the Quotes

Table should be updated:

__ Select the Refresh data once in ... sec check box to update data in the Quotes Table only at
specified intervals (in seconds). Maximum update period is 60 seconds. This feature
is enabled by default. Value by default: 1.

3. The Upon receiving a new instrument group box contains parameters for addition of new

instruments to the existing tables:

Select the Add to all tables check box to include a new instrument of a certain class that
appears in the trading system into all existing tables with instruments of the same class

and into the list of instruments shown in the Quotes Table (to set up the Instruments filter,

click Available instruments... under the System / Data request menu).

Saving data

To configure the settings to save data, click General settings... in the System / Settings menu, and

then click the Program / Saving Data tab.

1. The settings under Save for received instruments and parameters define the amount

of information saved by the QUIK workstation for subsequent use.
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Select the Only current data option to save only the most recent values;

Select the Current and historical data option to save all of the values captured. This feature
is necessary when using the Quotes History and Quote Changes tables, plotting parameter
charts based on the Quotes Table, and when exporting data (if taken from the Quotes
Table) to systems for technical analysis;

Select the Get missing data check box to receive all data from the moment a trading
session is opened. To get new data only, disable this check box.

This feature is necessary if the Quote Changes or Quotes History table is used,
or if any charts contain parameters from the Quotes History table. If these
tables are not used, disable this check box to reduce traffic.

2. The settings under Clear data after date change control the deletion of data:

Select the On local computer option to clear data from the previous trading session upon
program launch before connecting to the server. This option is recommended for use

if information about the previous trading session is not needed before the current trading
session begins;

Select the On server (upon establishing connection) option to clear data from the previous
trading session after the next trading session’s data appears on the server. This option is
recommended for use if trading information is received the next morning (because of a

considerable difference between time zones, for example).

1.9.2 Configuring the Connection through a Proxy Server

When running QUIK on a local network with restricted access to the internet, the network
administrator will most likely need to set up and configure a proxy server. If it is possible to
connect without using a proxy server, such configuration is not required.

1. Open the options for Internet connection in the System / Settings menu.
Internet connection L&J

| Use prosy server

Metwork addrese  0.0.0.0 Pot O

Connect to the proxy server via

SO0CKSS with username and pazsword R 4

Uszer identification
@ Prompt for uzemame and password for connection

Load username and passward from file

Mame and password

Mame Pazsword

[ Enter ]| LCancel | Help

2. Select the Use proxy server check box.
3. Inthe Network address and Port fields, enter the address and port for the proxy server
(available from the local network administrator). You may also find them in your browser

settings. If you use MS Internet Explorer, for example, select Internet Options in the Tools menu
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and then click Network settings on the Connections tab. Copy the address and the port number
from the Proxy server pane to the QUIK settings dialogue box.

In the Network address field, specify the network name or computer's IP address
upon which QUIK will be launched.

4. Select the connection type:

Select SOCKS5 with username and password if the proxy server supports SOCKS5 and
requires user authentication. In this case, if Prompt for username and password for
connection is selected, the user will be prompted to enter their user name and password
manually in order to establish an internet connection. If Load username and password from
file is selected, the information will be stored in and retrieved from the QUIK configuration
file;

Select SOCKSS5 protocol without user identification if the proxy server supports SOCKS5 and
does not require user authentication;

Select Connect through HTTP port if the proxy server does not support SOCKS5 but still
allows for CONNECT command protocols. The proxy servers listed below have been tested
for compatibility with QUIK (see configuration examples in the next section):

___ Squid proxy (additional configuration required);
__ MS Proxy (additional configuration required);
__ WinGate (configuration is not required).

Select CONNECT through HTTP port with user name and password if server does not support
protocol SOCKSS5 but allows using the command of CONNECT protocol and requires user
authentication. In this case, if Prompt for username and password for connection is
selected, the user will be prompted to enter their user name and password manually in
order to establish an internet connection. If Load username and password from file is
selected, the information will be stored in and retrieved from the QUIK configuration file.

Information for a local network administrator for proxy server configuration
It is necessary to include the QUIK port (its number is provided by the QUIK system administrator)
into the Llist of ports through which an SSL connection can be established.

1. Settings for Squid Proxy

The squid.conf file (usually located in the / usr / local / squid / etc / squid.conf folder) must
contain the following lines:

___ Enter (for example) port 200 into the list of SLL ports:

acl SSL ports port 443 563 200
acl Safe ports port 80 21 443 447 563 1025-65535 200
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2.

__ Allow the CONNECT method to be used for the SSL ports defined above:

acl CONNECT method CONNECT
http access deny CONNECT !SSL ports

Settings for MSProxy

It is necessary to change one of the keys in the Windows Registry (using the Regedit program)
on the computer where the MS Proxy is installed:

HKEY LOCAL MACHINE / SYSTEM / CurrentControlSet / Services / W3Proxy / Parameters /

SSLPortListMembers

The port being used (for example, 200) must be added to the list of ports. If the access control
for the Web Proxy service is on, then the group EVERYONE must be added for the SECURE
protocol. In the service logs, these connections will be registered as originating from

an ‘anonymous user’.

1.10 Connecting to the QUIK Server

1.
2.

3.

Click ™ on the Toolbar, or select Connect... from the System menu, or press CTRL+Q.

If you use MP crypto provider saving the private key in non-recallable memory, insert the key
external storage device. Connection to the server is established automatically.

If you use Qrypto32, MP or OpenSSL crypto providers (“by name and password in domain” or “by
name and password” authentication schemes are used), set up the connection parameters in
the User identification window:

User identification

KRIS5 [192.168.37.171:9100] ~

| login |

| password |

[JRemember login Cancel

Select the required connection. Consult the QUIK server administrator about the preferable
connection.

Program configuration delivered as a part of distribution contains a list of configured
connections. Connections may be added/deleted if necessary, their settings may be edited
(see 1.9).

Type your login and password that were used to register the key. Pay attention to the
character case and language. The password can be changed, for details, see 1.10.1.

If the Remember login check box is enabled, the login box will be automatically filled by
previous value the next time the dialog box is opened.
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I Click Enter to remember the value of the login box.

__ Press ENTER. After the connection is established, you will see a ‘Connection established’
message on the screen. For information about possible errors, see ‘Error Messages’.

4. If you use MP or OpenSSL crypto provider (“by user certificate” authentication scheme is used)
or other crypto-providers (other than Qrypto32), set up the connection parameters in the
Network connection setting window:

Metwork connection setting *

KRIS5 [192.168.37.171:9500] ~

Encode data by:
| MultiPurpose_S5P|_Provider |

Use settings from file:

|D:\QUIK\O.UIK\FRONT_‘IO-C-ZZZ‘\MP_Pr.ini | BT

Select the required connection. Consult the QUIK server administrator about the preferable
connection.

Program configuration delivered as a part of distribution contains a list of configured
connections. Connections may be added/deleted if necessary, their settings may be edited
(see 1.9).

The name of the crypto-provider (system for information cryptographic protection) used for
encryption is shown in the Encode data by box. Specify the path and name of the
configuration file of this crypto-provider in the Use settings from file box or select the file
using the “...” button.

Press ENTER. After the connection is established, you will see a “Connection established”
message on the screen. For information about possible errors, see Application 1 ‘Error

Messages’.
To disconnect from the server, click 2 or select the menu item System / Disconnect... or press
Alt+Q.

1.10.1 Password change

The Change password dialog can be opened in the following ways:

Select Services / Change password menu items. This menu item is available if the connection to
the QUIK server is established and MP or OpenSSL crypto provider with “by name and password”
authentication scheme is used.

When the password expires or the Must change password at next logon attribute is enabled in
the user settings on the server, the user will be asked to change the password after entering

the current login and password.
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Change password >

| UserD2

| |password

| new password

| confirm password

Change Cancel

The following parameters are to be configured in the dialog box:

password - the user's current password;
new password - the user's new password;

confirm password - re-enter the new password for confirmation.
Click Change to change the password to a new one.

IMPORTANT! Clicking the Change button initiates automatic reconnection to the
QUIK server.

1.11 Monitoring the connection status

The connection to the server is monitored in several ways.

1. The Connection status indicator is located on the right-hand corner of the status bar, and shows
the date of the trading session received from the QUIK server (for example, data from the
previous trading session may be downloaded on the following morning). If the indicator does
not show a date, no data has been received. The LED colour indicates the connection status:

__ green indicates that a connection has been established and the information is up-to-
date;

__ yellow indicates that a connection has not been established and the information is not
up-to-date (the date of the last update is shown).

2. The Information window shows the full set of statistical parameters used to monitor the
connection status. To configure the window, select System / About program / Information
window....
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( &) Information window = | B S |
Program wersion 6.13.0.81  Trading date 29.05.2014
Servartime 13:14:36 Tirne of last record 13:14:36
Murnber of records 82 495 Last record 702280
Delayed record 254899
Cannection established
Server|P address 192.168.37.171 Server P port 15100
Server connection info | KRISS
Serverinfo QUIK system
I ser Ivanov Ivan
CQrganization 3AOD "TectHHEERCT"

Curranttime 16:14:35  Connection time 00:03:11
Information window fields:
Field Description

Program version

Program version serial number

Trading date

Trading session date

Server time

Time of last update to the Quotes Table. Time format is defined by settings of
the operational system

Time of last record

Time of receipt from the server for the last record (data chunk). Time format is
defined by settings of the operational system

Number of records

Number of records received from the server

Last record

Number of the last record received

Delayed record

Number of the last delayed record received (as a result of restoring missing data

after a connection time out)

Connection

Status: Connected / Disconnected

Server IP address

Internet address of the QUIK server

Server IP port

Number for the QUIK server access port

Server connection info

Description from the list of available connections

Server info

Server name

User

User name (entered when signing on)

Organization

User's organization or firm (entered when signing on)

Current time

Time from the user’'s computer clock. Time format is defined by settings of the

operational system

Connection time

Duration of the connection to the server. Time format is defined by settings of

the operational system

Trading session identifier*

Unique identifier for an individual trading session
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Field

Description

User code*

User code on the QUIK server

Storage reserved*

Reserved memory space, not used

Messages sent*

Number of sent messages

Total bytes sent*

Total amount of outgoing traffic sent during the current connection

Useful bytes sent*

Amount of significant outgoing data sent during the current connection

Data sent per second*

Amount of data sent during the last second

Messages received*

Number of received messages

Useful bytes received™*

Total amount of significant incoming data received during the current

connection

Total bytes received™

Total amount of incoming traffic received during the current connection

Data received per second*

Amount in bytes received during for the last second

Average transfer rate*

Ratio of amount in bytes sent / connection time (sec)

Average receive rate*

Ratio of amount in bytes received / connection time (sec)

Time of Last Round-Trip**

Time of the last Round Trip Time test (data delay measurement). Time format is
defined by settings of the operational system

Round-Trip Time**

Last Round Trip Time value in seconds

Average Round-Trip Time**

Average Round Trip Time value in seconds for the current connection

Maximum Round-Trip

duration**

Time of the maximum Round Trip Time occurred during the current connection

Time of Maximum Round-
Trip duration**

Maximum Round Trip Time for the current connection in seconds

String converting mode*

Convert data received from QUIK Server from CP866 to CP1251 encoding. Valid
values:

Yes;
No

* — extended data set,

- server connection monitoring parameters, see 1.9.1.

-
o 5

3. The Train s

indicator located on the left-hand side of the toolbar looks like a moving train.

Moving train indicates that data is being downloaded from the server. If the train is not moving,

new data is not being transmitted and a problem with the connection has been detected.

If a connection has not been established, the train does not appear.
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1.12 Versions of components and plugins

menu System/About program/Components and plugin versions...

1.12.1 Purpose

The dialog contains information about components and plugins of the used program version.

1.12.2 Table format

Component and plugin versions @
State Component name Wersion o
Loaded iwr.dll 2002
Loaded 1I09_o.di E1E.0.28
Loaded GChart.dl 91.0777
Loaded G Chlz.dll 1.1.074
Loaded GHotkey.dl 1.015
Loaded QHtmiRep.dil 1.1.21
Loaded GList.dll 24035
Loaded Gk ail.dll 4036
Loaded Q4 argin.dl 22012
Loaded GPile.dl 50492 L
Loaded  Orpto32dl 5.0.1.4 1
Loaded Grypto3Z2_Pr.dil 4018
Loaded SecProv.dl 4111
Loaded wi_de.dl 11.032
Loaded wit_dtep.dll 11.032
| Loaded CoLibri.dil 4301
| Loaded gpbclient.dll 4324
| Loaded glua.dl 2220
| Loaded inzstrclient.dll 151803 s

Each row of the table corresponds to a particular component/plugin. The table columns show
names of the following parameters:

Field name Description

State State of the component/plugin. Valid values:

Loaded - enabled by user, loaded by workstation and presently
working;

Offline - not loaded by workstation as it is disabled by user;

Reject - enabled by user but an error occurred when loading by
workstation (for example, no licenses on server), presently does not

working
Component name Name of the component/plugin
Version Version of the component/plugin

To enabled or disabled a particular plugin use the check box in ’State’ column. If a plugin is
disabled, its menu is removed; windows are closed and not automatically restored when enabling it

next time.
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1.13 Program updates

1.13.1 Automatic update
QUIK has a built-in update procedure. After a connection to the server is established, the program

compares the module versions installed on the client computer to those on the server.

If any new modules are available from the server, the program suggests downloading and
installing them. Thus, to update the program, reinstallation from the distribution kit is not
necessary. To download the updated modules and to let QUIK install them, just click Receive files.

After the files are downloaded to the client computer, a prompt to restart the program appears so
that the new files can replace the outdated segments. Click OK. When updating is complete, the
program prompts the user to restore the connection to the server to continue operation.

I After the program is updated, the computer does not need to restart.

To disable the automatic update, click General settings... in the System / Settings menu and then

uncheck the Update program version check box under the Program tab.

1.13.2 Manual update

To update the program manually, select System / About program / Update program version menu

item.

1.14 Receiving files

The Receiving Files window (accessible through the Receiving files... menu item from the System
menu) allows the QUIK system administrator to use the program update mechanism to deliver

various files to QUIK users.
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& Receiving files @I

File area
_I Private ) Company 1 Public @ Program
File name Size Received Version en serv Local version Status -
oot | 105 104 lod | |
Total 21 files 19068688 byte Select a
Selected 1 files 60664  byte Rernove selection
Current file Total
Received bytes 5
byte Rate bytes per second
%
Time left

Receive files ‘ Time remain

Stop receiving

1.14.1 Purpose of file areas

The Private area is intended for documents and files addressed only to a specific user (for
example, broker reports). The received files are saved to the FILES\PRIVATE folder located in the
QUIK directory;

The Company area is for documents and files for the company's employees. Received files are
saved to the FILES\COMPANY folder located in the QUIK directory;

The Public area is reserved for files and documents which are commonly shared, such as broker
service regulations, rates and program documentation. Received files are saved to the
FILES\PUBLIC folder located in the QUIK directory;

The Program area is reserved for program updates.

To request the current status for a file area (for example, if you expect a new file to be added to the
area), click Refresh.

1.14.2 Purpose of file area fields

The File name field shows the file name;

The Size field shows the file size in bytes;

The Received field shows the size of the received portion of the file in bytes;

The Version on server field shows the version of the file available on the server;

The Local version field shows the version of the file available on the client's computer;

The Status field shows the current state of reception (‘present’, ‘not received’, ‘old’, ‘in transit’,
‘received’).
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1.14.3 Receiving a file

To select a file for retrieval, left-click on it. The selected files are highlighted in red. The Total and
Selected fields will provide information about the number of available and ordered files selected
for retrieval.

To get the files, click Receive files. The Current file and Total group boxes will display the status
of file retrieval. The process will complete automatically; therefore, the window may be closed by
clicking the Close button. If necessary, this window may be re-opened again from the program
menu. To stop the process, click the Stop receiving button.

Files are received in background mode which does not affect the delivery time of
information from an exchange during a trading session. However, when working
via low-bandwidth connections, the process may take longer. In such cases, we
recommend receiving files either before or after the trading session.

The system administrator may restrict file receipt to a specified time period.
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Appendix 1. Error messages

Name and password entry errors

1.

'File with key not found’

The program is unable to locate the file with the specified keys indicated in grypto.cfg.
If the keys are stored on an external storage device, check whether it has been inserted to
the computer;

If the keys are not stored on an external device, ensure that they are available at the
location specified in Program / Encryption under the System / Settings / General settings...
menu. In the window that follows, select Default Settings and find the lines ‘Public key file’
and ‘Secret key file’. If these lines are empty, by default the program will search for the key
files on the A: drive. The file path should not contain any spaces or Cyrillic characters. You
can only change these settings when disconnected from the QUIK server;

The storage device or the file containing the keys is damaged. If damaged, it is impossible
to use this key and you will need to create and register a new access key on the server.

‘User or server key not found’

__ The public key file pubring.txk does not contain the key file for the server ID specified
in the connection settings;

__ The secret key file secring.txk does not contain the secret key for the user whose ID was
entered.

‘10 error when trying to access a key file’

__ Failure to access the key file. May be denied access to the file.

'Incorrect key file name’

__ Incorrect file name specified in the grypto.cfg file.

‘Invalid key in the key file’

__ One of the keys specified in grypto.cfg is incorrectly formatted or damaged. You will need
to create and register a new access key.

'Invalid password’

__ Anincorrect password was entered. Make sure that the password is entered using the
correct capitalisation and language and then retype the password.

'Encryption error N...'

___ An encryption error occurred. If this message appears, please send a screenshot to the QUIK
Technical Support team quiksupport@argatech.com.

Server connection errors

1.

‘Connection failed’
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IP address and port specified in the connection parameters are available on computer
where the QUIK Workstation is launched but QUIK Server is not launched with such
parameters. Contact the QUIK system administrator;

The user’s key is not registered on the server. Please contact the QUIK system administrator
to register the key.

2. ‘Connection refused’ (Connection rejected)

__ IP address and port specified in the connection parameters are available on computer
where the QUIK Workstation is launched but not supported by QUIK Server. Please contact
the QUIK system administrator;

3. ‘No Route to Host’

__IP address and port specified in the connection parameters are not available on computer
where the QUIK Workstation is launched. Please contact the QUIK system administrator.

4. ‘You are already working in the system’

A user may log on only once or from one machine at a time. If you receive this message
while reconnecting immediately after a connection has been lost (most likely when
connecting via dial-up), try again a few seconds later allowing the server to stop processing
your previous connection;

If you receive this message while connecting to the server for the first time, contact the
system administrator.

5. ‘License expired’

__ Your license to use the QUIK terminal has expired. To renew your license, contact the QUIK
system administrator

6. ‘Access blocked by administrator’

__ The user’s account or IP address has been blocked by the system administrator. Contact the
QUIK system administrator.

7. ‘Protocol error’, ‘Out-dated protocol’, ‘Incorrect protocol’ or ‘Unsupported protocol’ (Protocol

mismatch)

__ The server does not support the client’s workstation. Older versions of QUIK may be
compatible with more recent versions of the server, while newer versions of the client’s
workstation may not necessarily be compatible with older versions of the server.

To check version compatibility, update the program automatically (using the
Update program version command in the System / About program menu). In this
way, the compatibility of versions is ensured.

8. ‘Unknown encryption provider

___ The settings for the client program’s encoding system do not suit those for the QUIK server.
Modify the settings according to the system administrator’s recommendations.
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9. ‘Corrupted certificate’

__ The encryption certificate is invalid. Please contact the QUIK system administrator.

10.'User not found’

___ The SSL authorisation could not find the user. Please contact the QUIK system
administrator.

11.Error during context creation’

__ An authentication error occurred. Report the error to the QUIK system administrator
indicating which encryption system was used.

Runtime errors
1. ‘Connection timed out’

__ The connection to the server is lost because of a poor quality connection. Re-establish the
connection. If you experience frequent connection time outs, consult the QUIK system
administrator about your system settings and selecting a provider.

2. ‘Connection reset by peer’

___ The connection to the server is lost. Try to reconnect;
__ Users are automatically disconnected at the end of a trading session.

3. ‘Unable to write the connection settings to the configuration file <file path> info.ini’

The ‘Read only’ attribute is set for the file. Remove this attribute;

The user does not have permission to write to the directory where the program is installed.
Ask the system administrator to grant you permission to write to this folder;

The file is in use by another program. Ensure that info.ini is not opened in another
application, such as Text Editor

4. Upon launch, the program reports an error and stops.

The received data is corrupt. Delete the info.log file from the QUIK directory and restart the
program;

The program has been incorrectly updated. Restore the previous version. In the QUIK
directory, find the BACKUP folder. This folder contains the subdirectories labelled in the
format <DDMMYYYY>, where <DD>, <MM>, and <YYYY> are the day, month, and year of the
specific updates. Select the folder with the date of the last update, and copy all of the files
from that folder to the QUIK working directory. Then, relaunch the program;

A system malfunction occurred. Please contact the QUIK system administrator.
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Appendix 2. Example of certificate retrieval via web
interface of Certification Authority

1. Open Internet Explorer (it is guaranteed to correctly receive a certificate only in this browser).
2. Insert the link received from your broker to the Address bar. In the opened window allowing
to select tasks check the values shown in the screenshots:

oo B . yorteve Cr D = € X B Mot Contiite Services
. 4

oot b b |

Microsoft Cestihome Sennces

Welcome

You use this web site 1o request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you will be able
to securely Kentify yourself 1o other people over the web, sign your e-mail messages, encrypl your e-mail ges, and more depending upon the type of
certificate you request

{
Select a task: |
* Retreve the CA certficate or certificate revocation list
Request a certficate
Check on a pending certificate

L

— - ——— )
e‘ & = pevbesiE e trar P-0 -_‘1 o Moroontt Comtboate bemacer ¢

Lo Po ae Ty

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to alow your computer to trust certificates issued from this cedtification authority

It i not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the CA
certification path will be instaded for you automatically

Choose file to download:
CA Certificate: [ERIIIEIRIEREINITIN

. r 64 encoded
Download CA centificals
Uownload LA certfication path

Downigad latest certificate revecation list
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‘_“ Certificate Information

This certificate is intended for the following purpose(s):

« Al issuance policies
« All application policies

Issued to: VBer Test CA

Issued by: VBer Test CA

valid from 11/9/2012 to 12/31/2039

Learn more about certificates

Issuer Statement

il

Install the certificate of the Certification Authority using the Certificate Import Wizard by
selecting the Trusted Root Certification Authorities store.

The certificate of the Certification Authority is installed. Then, install the client certificate:
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You use this web site to request a certificate for your web browser, e-mail cient, or other secure program. Once you acquire a certificate. you wil be able
to securely identify yourseif to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type of

: certificate you request

Select a task:
Retrieve the CA certificate or certficate revocation kst
| * Request a certficate
| Check on a pending certificate
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Select the values as shown in the screenshots:
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Ch Request Type

Please select the type of regquest you would like 1o make:

User certificate reques!:

* Advanced request
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Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the folowing methods. Note that the policy of the certification authority
(CA) will determine the certificates that you can obtain

Submit a certificate request to this CA using a form.
« Submit a cenificate request using a baseB4 encoded PKCS #10 fle or a renewal request using a base6d encoded PKCS #7 file.

Request a certdicate for a smart card on beha¥f of another user using the Smart Card Enrolment Station
Yioxs Must o a0 oncolanl S09N1 CRmNoain 1o SuOmi & /Ques! for Anodior usar
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Submit A Saved Request

Paste a basef4 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web server) into the ‘
request field 1o submi the request to the certification authonty (CA)

Saved Roquest:

Basetd Encoded
Certiicate
(PKCS 240 or £7)

Bt for 8 She 10 insent
AddBonwi Attributes

Adnbrtes

Suerst >

In this window, click Browse and specify the path to the generated request on a certificate.
If your browser reports that this action is not allowed for security policy reasons, the contents
of the certificate request file can be copied to a corresponding box:
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Submit A Saved Request

Paste a base84 encoded PKCS £10 certificate request or PKCS 27 renewal roquest generated by an external application (such as a web server) into the
request field to submit the request to the certification authority (CA)

Saved Request
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Basetd Encoded DUt PASOPBYHP/ BFP1gSgtukf endq2 PEEIpAULI

Cenficae 2
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Certificate lssued

The certificate you requested was issued to you |

« DER encoded or  Base 64 encoded

E‘B Qaownkad CA sertificate
Download CA certification path

In the opened window, select Download CA certificate, then the security certificate is saved
to the directory specified by the user.
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